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routinely or automatically open each
and every email even when it seems sus-
picious? Do they click on attachments
when there is some reason to suspect
there may be a virus lurking in the at-
tachment? What are their options in
these situations? Is there only one IT
person in the company who can re-
spond to questions they may have?

MODEL CYBERSECURITY LAW AND
BEST PRACTICES IN PROTECTING PII

The NAIC recently adopted an
Insurance Data Model Security Law that
provides a framework for how insurers can
protect customer PII. The model’s guide-
lines include:

*  Maintaining an information security pro-
gram with ongoing risk assessment. The
most important aspect of cybersecurity
for insurance companies is to have an
established cybersecurity policy and
plan. The plan must be a living docu-
ment that’s updated on an ongoing
basis as technologies develop.

®  Overseeing third-party service providers that
are part of the flow of customer data.
Insurers are still responsible for PII
even when it flows to third parties
through the claims process. This
means insurers must be aware of their
partners’ cybersecurity policies and
procedures as well.

e [Investigating data breaches and notifying
regulators and clients. Insurance compa-
nies have a responsibility to investigate
and report on data breaches when they
occur. Not only must they comply with
government regulations in this regard,
they must also report breaches to their
customers according to the NAIC’s Bill
of Rights for insurance customers.
Thus, a policy of preventing cybersecu-
rity issues before they become prob-
lems is the best course of action for
insurers.

Here are some best practices that insur-
ance companies can implement to comply
with the NAIC Data Model Security Law and
protect their customers’ PII:

e [Establish a dedicated cybersecurity role.
Insurance companies need a person or
group of people within their organiza-
tion that’s primarily responsible for es-
tablishing and implementing
cybersecurity policy. This role needs to
be included among the top company
executives or otherwise have decision-

making authority that encompasses the
entire organization.

The person in this role must maintain
current knowledge about cybersecurity
technologies. Some examples of this
role include a Chief Information
Security Officer (CISO) or a Security
Operations Center (SOC) thatis a part
of your insurance company’s executive
management team.

e Conduct regular security assessments
through outside consultation. You should
utilize the expertise of outside cyberse-
curity consultants on a regular basis.
They can help you find cybersecurity
professionals for your team, define pol-
icy parameters, and regularly test your
system for vulnerability to breaches.

e Creale a culture that highly prioritizes cyber-
security. The best way for insurers to
counteract internal cybersecurity
threats is through a culture that em-
phasizes the importance of protecting
customer PII. As a result, the potential
for a breach is reduced or removed
whether it arises as a result of mali-
ciousness or merely a lack of oversight.
Some of the ways to establish a cyberse-
curity-focused culture include utilizing
multifactor ~ authentication  and
blockchain technology for whenever
anyone needs to access your clients’ PII
in the normal course of business.

WHAT IS MULTI-FACTOR
AUTHENTICATION?

Multi-factor authentication (MFA) is a
method of ensuring that only the right per-
son has access to the right information at
the right time. For insurance companies,
this means that individuals must prove who
they are and that they have a good reason
for accessing PII. To accomplish this, MFA
systems require that users provide some-
thing they know, such as a PIN, in addition
to something they possess, such as a keycard
or token to access sensitive information.
There are many different identification fac-
tors you can use. You can also hire an out-
side cybersecurity vendor to help you set up
an MFA system depending on your needs.

WHAT IS BLOCKCHAIN AND HOW
CAN IT HELP PROTECT THE
INSURANCE INDUSTRY AGAINST
CYBERSECURITY THREATS?

According to McKinsey & Company, a
global management consulting firm, “A
blockchain is a distributed register to store
static records and/or dynamic transaction

data without central coordination by using
a consensus-based mechanism to check the
validity of transactions. It is thus well-suited
for applications requiring transparency on
records with a permanent time and date
stamp...” Some of the benefits insurers re-
ceive as a result of utilizing blockchain tech-
nology include:

e Enhanced protection of PII - Insurance cus-
tomers’ PII does not need to be stored
on the blockchain. Instead, it remains
on the user’s personal device. Only its
verification and related transactions are
registered in the blockchain. This pre-
vents PII from ever being exposed to
breaches in the first place.

®  Reduce fraud — According to the FBI, 5
to 10 percent of all insurance claims
are fraudulent, costing non-health in-
surers more than $40 billion per year.
Blockchain can reduce fraud through
validation with a decentralized reposi-
tory and historical record which can in-
dependently verify customers, policies
and transactions for authenticity.

e Increase efficiencies — Blockchain can in-
crease efficiencies by automating the
underwriting and claims handling
processes. For example, it can ensure
that claims are only paid out if contract
terms are met, such as a car insurance
claim that is only paid out if the car is
repaired in a garage preferred and pre-
defined by the insurer.

Insurers will continue to face consider-
able challenges to protecting their clients’
PII and other sensitive data for the foresee-
able future. As security technologies de-
velop, so will efforts to overcome them.
That’s why insurance companies need to
take ownership of their cybersecurity needs
and implement a plan to prevent breaches
before they occur.
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